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Overview

The Topaz “GemSignPlus” Adobe Acrobat Plug-In software allows users to electronically hand-
sign a PDF file using a Topaz signature pad and pen. Each embedded signature is bound to
the PDF at the time it is signed so any changes made to the PDF will be recorded and can be
tracked. The Adobe Acrobat Plug-In is a multi-faceted tool that facilitates electronic signatures
in a number of different ways and forms.

Please make sure you first install the current version of SigPlus:
www.topazsystems.com/sigplusproactivex.html

Then, install the plug-in at:
www.topazsystems.com/plugins.html

Setting Up Acrobat for Electronic Signatures

After installing the plug-in, open Acrobat and click “Edit” - “Preferences” - “Security” >
“‘Advanced Preferences”. Click the “Verification” tab, and select “Always use default method
(overrides the document-specific method)”. Then select “Topaz.GemSignPlus” from the
“Default Method for Verifying Signatures” dropdown menu.

Cakeqaories: Digital Signatures
fany Digital Signatures Advanced Preferences [‘5_<|
Docunmg
Full Scr Werification | Creation | Windows Integration
GEneral
Page Di Wwhen Yerifying: j
an () Use the document-specified method, Prompt if it is not available,
Accessi () Use the document-specified method, Use the default method if it is not available,
Eattd: F (®) Always use the default method {overrides the document-specified method),

atalog
Calar M Default Method For Yerifying Signatures: | Topaz. GemSignPlus w
Corver
Coner Require certificate revocation checking to succeed whenewver possible during signature verification
Forms (P A —
Tdentit erification Time
Inkerna ‘Werify Signatures Using:
Inkerne .
- () The current time
Measur () secure time (2.0, timestamp) embedded in the signature if available, current time otherwise
Measur () The time at which the signature was created
Meeting
Multtne [Hide signature field validity icon when signature is valid
Mulkime|
Mew Doy
Cnline 3
Readin
Review l Ok ] [ Cancel ]
Caarch

] —

[ Ok ] [ Cancel ]

Click the “Creation” tab and select “Topaz.GemSignPlus” from the “Default Method to Use
when Signing and Encrypting Documents” dropdown menu.
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Additional Step for Acrobat Reader X
Open Reader X and click “Edit” - “General”. Down at the bottom of the window, look for

“‘Enable Protected Mode at startup”, and uncheck the box next to it. Then click “OK” and close
Reader X. The next time Reader X is opened it will be ready for signing.

Preferences El
_ateqoties: Basic Toaols
Commenting [Juse single-key accelerators to access kools
Docurments Create links From URLs
Full Screen

[IMake Hand tool select text & images

Page Display Make Hand kool read articles
[]Make Hand tool use mouse-wheel zooming
i M.ul.t.lmedm [IMake select tool select images before text
Accessibility
Farms [ Use Fixed resolution For Snapshat kool images: pixelsfinch
Identity
Inkernational e
Internet g

Jawascript [ Do not show edit warnings Reset &ll Warnings

Measuring {200
Measuring {300
Measuring {Geo)
Multimedia {legacy Show me messages when I launch Reader
Mulkimedia Trusk {legacy)
Cnline Services

Reading

Resviewing

Search [] shows splash screen
Security

Security (Enhanced)
Spelling

Tracker

Trusk Manager

Linits

pdater

Messages from Adobe

[]oon't show messages while viewing a document

Application Startup

[Juse anly certified plug-ins Currently in Certified Mode:  ho

[JEnable Protected Mode &t startup

l Select Default POF Handler

[ Ok, ] [ Cancel
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Checking to See if a PDF is Signable in Acrobat Reader

In the majority of cases, a PDF will only be signable in Acrobat Pro and Acrobat Standard.
However, in some cases a PDF can be signed in Acrobat Reader. You can check the status
of any PDF in Reader by pushing “Ctrl+D” and then clicking the “Security” tab. On this tab, you
will see a list of functions, including Signing, designated as “Allowed” or “Not Allowed”.

Document Properties f'5_<|

Description | Securty | Fonks || advanced

Document Security
The document's Security Methad restricks what can be done ko the dacument.

Security Method: Mo Security

Can be Opened by:  All versions of acrobat

Document Restrickions Summary
Printing:  Allowed
Document Assembly: Mot Allowed
Content Copying:  Allowed
Content Copying For Accessibility:  Allowed
Page Extraction:  Allowed
Commenting:  Mat Allawed
Filling af Form fields:  Allowed
Signing:  Mat Allawed

Creation of Template Pages: Mot Allowed

Ok ] [ Cancel

Enable Reader Extensions for a PDF

In Acrobat X Pro, click “File” = “Save As” = “Reader Extended PDF” = “Enable Additional
Features”.

File Edit Wiew ‘Window Help

BT R BOoPLDE

T Create 4
130% : |
Save Ctrl+5
Save fs FDF... Shift+Ctrl+5
Share Files Using Sendhow Online. .. Reduced Size PDF. ..
Attach to Email... Certified POF. ..
@ Gk BT s Sees] Gl 0. Reader Extended PDF Enable Adding Text in Documents (that are nok fillable forms). ..
Qptimized PDF.., Enable Commenting & Measuring...
Action Wizard L iti
Image » Enable Additional Eeatures. ..
Revert
Microsoft Word 4
Close ChrlH
Spreadsheet 3
Properties. .. Ctrl+D More Options »

You will then be prompted to save a copy of the PDF that will have Reader Extensions. This
copy will be signable in Acrobat Reader.
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Signing a PDF

Click “Tools” - “Sign & Certify” > “Place Signature”.

Tools | Comment | Share

El-

» Pages

» Content

» Forms

» Action Wizard

» Recognize Text

» Protection

¥ Sign 8 Certify

@ Sign Document

f Place Signature

ﬁ, Apply Ink Signature

Time Stamp Docurnent

@ More Sign & Certify -
Certify

2 with visble Sianature

E’ Without Visible Signature
At this point, you will be prompted to click and drag a box with your mouse. After doing so, the

“Signature Capture” window will appear.

Signature Capture f'zl

When you are finished signing, click “Accept”, and the signature will be embedded into the
PDF. The PDF will save during the signing process. This save will either occur automatically
or pull up a “Save As” window, depending on how your GemSignPdf.ini is configured. The
default setting is for an automatic-save.
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Signing an Existing Signature Field

An existing blank signature field will show in a PDF as a red tag. When hovering over a blank
signature field, the mouse cursor will change from an open hand to a hand with a pointing
finger. Click on the signature field and the “Signature Capture” window will appear. When
you are finished signing, click “Accept” and the signature will be embedded into the PDF.

T

|Uns igned signature field (Click to Sign)l

Options for Existing Signatures

Clicking on a signature shows you its validity status.

Signature Yalidation Status

Signature is WALID, signed by Topaz GemSignPlus <GemSignPlus@TopazSystems, com =,
- The Dacument has not been modified since this signature was applied.
- The GemSignPlus Signature is Walid.

Legal Matice. .. ] [ Signature Properties. .. ] [ Close

Right-clicking on a signature allows you to clear it.

Clear Signature
Yalidate Signature

View Signed Yersion

Show Signature Properties. ..

If the PDF is changed after the signature has been applied, you can always choose to view the
signed version from the right-click menu.
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The GemSignPdf.ini File

The GemSignPDF.ini is located by default in C:\Windows.

B GemSignPdf.ini - Notepad

File Edit Format  Wiew Help

[Justify]
Justifyx = 5§
Justifyy = §

Justifymaode = 5§

[Gemsi gnPDF]
MinFoints = 1
PdfPenwidth = 200
saveas = 0
CompressionMade = 1

There are two sections in the GemSignPdf.ini. The first is [Justify].

o JustifyX - This command sets a buffer in pixels from each side in the signature field. It
will create a zone at the edge of the field where the signature will be excluded.

o JustifyY — This command sets a buffer in pixels from the top and bottom in the
signature field. It will create a zone at the edge of the field where the signature will be
excluded.

o JustifyMode - This sets the justification, which is where the signature is going to be
displayed in the signature field. O is center, and 5 is justify and zoom signature (center
of control).

The second section is [GemSignPDF].

o MinPoints - This sets the minimum points required to have a valid signature. If your
signature does not meet this minimum, the “Signature Capture” window will close when
you click Accept, but no signature will be embedded into the PDF.

o PdfPenWidth - This sets the thickness of the ink displayed in the PDF in pixels. Modify
this in increments of 100.

+ SaveAs - When set to 0, Acrobat automatically saves after signing. When set to 1,
Acrobat prompts a “ Save As” after signing.

o« CompressionMode - Used to shrink the size (in data) of the signature being added to
the PDF. When set to 1, a lossless compression will be applied. When set to 2, a certain
percentage of signature points are removed from the signature. Use only 0 (for
uncompressed), 1, or 2.
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