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Setting up to utilize the SigPIusNET assembly over the web

SigPIlusNET.dII can be used to capture signature over the internet. However, security can
keep the DLL from getting downloaded. So, it is important to set up your environment to
trust the DLL, or the URL from which the DLL will come. Since the SigPlusNET.dll
assembly will be downloaded from the Internet, the framework does not trust it by
default, and blocks the execution of the assembly.

Getting the assembly to work can be achieved by assigning the right permissions to it so
that the framework can execute it with the relevant permissions. The key to doing this is
the .NET framework configuration tool, which can be executed by running the following
command from the .NET command prompt.

Mscorcfg.msc
(The above can be found in the WIN\Microsoft. NET\Framework\<version> folder.)

In the case of having only the .NET 1.1 runtime installed, you can find this utility under
Start...Settings...Control Panel -> Administrative Tools

Once there, double click the “Microsoft .NET Framework 1.1 Configuration” applet to
bring up the tool used to setup the codegroups. From this menu expand ‘Runtime
Security Policy’ then expand ‘Machine’ and then expand ‘CodeGroups’ (shown below)
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Edit Code Group Proparties
The Code Group Properties dialog box allows you to edit this code
oroup’s name, description, membership condition, and permission set,
add 3 Child Code Group
Use the Create Code Group wizard to add & new code group as a child
to this code group, You will be able to choose its name, description,
mambership condition, and permission sat,
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You can create a new code group by right clicking on ‘All_Code’ and choosing New...
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This will open the ‘Create Code Group Window’. Enter the Name in the appropriate
field, and if desired a description regarding the code group. Click “Next’.

Create Code Group

Identify the new Code Group
The new code group should have a name and description to help others
understand its use.

{* Create a new code group

Name:

Description:

" Import a code group from a XML File
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Now you must specify the condition type. There are 2 settings under which this will

work:

1. Set the code group condition to "All Code"
2. Set the code group condition to "Site" and set the value to
www.topazsystems.com (or, of course, the site in which you copy the SigPIusNET.dlI to)

In this case, we can use the site option since we want to trust anything that comes from
the site in question (www.topazsystems.com). If that is not the case, then we can choose

URL or even Strong name to specify a definite location or an assembly. (See below)

Create Code Group

Choose a condition type
The membership condtion determines whether or not an assembly meets
specific requirements to get the permissions associated with a code group.

Choose the condition typeforthis code group:
All Code

All Code

Application Directory
Hash

Publisher

Site

Strong Mame

URL
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Create Code Group

Assign a Permission Set to the Code Group
Code groups must have an associated permission set. Use an existing one or
create a new one.

‘Would youlike to use an existing permission set already defined in this policy
level or create a new permission set?

% Use exisitingpermission set:

FullTrust ﬂ

FullTrust

"~ c|skipVerification
Execution
Mothing
Locallntranet
Internet
Everything
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Create Code Group
THEN

Choose a condition type
The membership condition determines whether or not an assembly meets
specic requirements to get the pemissions associated with a code group.

Choosethe condition typeforthis code group:
Site |

The Site membership conditionis true for all assemblies that come
from the site name below. Assemblies that meet this membership
condition will be granted the permissions associated with this code
group.

Site name:

www . topazsystems.com

The site nameis the portion of the URL starting after the protocol and
before the path. Site names do not include port numbers.

BExamples:
URL: http:ffmymachine:8080 Site name: mymachine
URL: ftp:/fftp.microsoft.com/pub Site name: ftp.microsoft.com

[ < Back ” Neat > ][ Cancel

Once the code group is created, we
assign a permission set to it, and in this
case, since we trust this control, the
permission set that we assign to it will be
‘Full Trust’. Other code group
conditions such as URL, Strong Name,
Publisher, etc. will continue to show the
problem. Click ‘Next”.
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This will open a confirmation

R . Create Code Group =
window that asks the user to click e e Wi <
.. Completi i
the ‘FII’IISh’ button tO Create the COde Clickfriﬁshto create the new code group.
group as per the specification entered
through the earlier steps. Click
‘ FInISh ’ Flease click the Finish button to have the wizard create the new code group.
If you need this code group to be Level Final or Bxclusive, you can enable these
options in the new code group's property page.
< Back ” Finish l [ Cancel

Once the “‘Create Code Group’ wizard is completed 4 . vuc por e
the code will be listed under the “‘All_Code’ option | Machine

as whatever the defined name was (in this case,
Topaz). Once the code group has been created with ke 9 il Eodel
the proper security settings the .NET HTML Demo S——

can be accessed by clicking below: +-4) My_Computer_Zone
+ Q Locallntranet_Zone

http://www.topazsystems.com/Software/sigplusnet. + 4@' Internet_Zone
htm €) Restricted_Zone
+ Q Trusted_Zone
Users can access the .NET HTML Demo How-To 0 To
> paz
by clicking below: T, v e

http://www.topazsystems.com/Software/download/DotNETHTML.pdf

For further .NET information, go to the Microsoft references articles:

http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/cpquide/html/cpconintroductiontocodeaccesssecurity.asp

http://www.internet.com/icom cgi/print/print.cqi?url=http://www.15seconds.com/issue/0
40121.htm
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